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Karen Schutte:
e My question was whether or not the communication software and hardware is installed regardless, since we are
not using it. If yes, can we deactivate it?
Arnie Urken:
e ESStold us they hire an outside company to test security by trying to break into their system. | recall that they
said that they employ the same company used by Lockheed Martin. What is the name of the company? Is such
“red team” testing done continuously or periodically? Does it include social engineering as well as attempts to
break encryption systems? How would ESS know if an encryption code had been broken? Does ESS monitor the
social and financial activities of engineers and others who might be vulnerable to outside manipulation?
e How are updates handled to enhance security? What media and protocols are used to preserve code integrity?
e Does ESS collect systems performance metrics that include aggregated statistics by voter type (mail ballot,
precinct number)? If these types of data are collected, does ESS destroy the data once users have completed an
election? Are backups of election reports saved on disk or remotely that enable ESS to compare elections over
time, say Pima County school elections or Presidential elections?
e Are users (voters or governments) protected by a statement of user rights? What happens if machine or system
failure requires the County to rerun an election? Who pays? Does ESS hold or offer insurance to deal with
system failures?

e How does ESS inform systems users about best practices, alerts, current challenges, and future security goals?

o How does ESS integrate ideas for security into product/service development?

Tom Ryan:

e Isitpossible for a central count computer user (county employee) to modify the election database manually? If
so, under what conditions? And is the action logged?

e What is the format of the election database? Is there any database file encryption? Other than the EMS, what
software products would be capable of accessing the database?

Chris Cole:

e Canthe memory card be programed by the local people and if so can votes be switched?



