PIMA COUNTY ELECTION INTEGRITY COMMISSION
MEETING MINUTES FOR JULY 15, 2016
http://www.pima.gov/commission/ElectionIntegrity.shtml
The Pima County Election Integrity Commission met in regular session on July 15, 2016 at 9:00 a.m. in the
Herbert K. Abrams Building, 3rd Floor Conference Rooms 3108/3110 at 3950 S. Country Club Road, Tucson,
Arizona.
ITEM 1.

ROLL CALL
Present: Brian Bickel, Beth Borozan, Brad Nelson, Barbara Tellman, Jeff Rogers, Arnie Urken, Mary
DeCamp. Bill Beard arrived right after the roll call; Tom Ryan attended the meeting via phone
conferencing and connected after the roll call.
Absent: Karen Schutte, Chris Cole.
Also in Attendance: Tom Quigley, Sr. Elections Technician and David Wisely, Elections Technician
with the IT Section in the Elections Department.

ITEM 2.

PLEDGE OF ALLEGIANCE
The American flag was saluted with the Pledge of Allegiance.

ITEM 3.

APPROVAL OF MINUTE SUMMARY – June 10, 2016
It was moved by Brian Bickel, seconded by Beth Borozan and carried unanimously to approve the
Minutes of the June 10, 2016 meeting.

ITEM 4.

CALL TO PUBLIC
No public observers present.

ITEM 5.

PROBLEMS WITH SECRETARY OF STATE’S WEBSITE – Barbara Tellman
Barbara said that Tom Ryan sent a letter to the Secretary of State’s office asking them to attend this
EIC meeting, either in person or by conference call, but they have not responded [a copy of this
letter is incorporated into these Minutes as Attachment 1].
Tom Ryan noted that a fairly recent entry on the Secretary of State’s blog page that says they are
back online and they didn’t find any evidence of malware or command and control software. Arnie
added that inadvertent error should also be investigated, to the degree possible, testing the code.
That should also be taken into account in evaluating the site.
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Brad added that when Mr. Huckelberry was alerted to the Secretary of State’s voter registration
problem, he asked the County IT Department to come do a review of both the elections system and
voter registration system. That report is being written now, and Brad is certain it will be made
available to the public once it comes out. Brad explained that the Procedures Manual requires that
all counties have a stand-alone, air gap tabulation system not hooked up to any other system. ITD
reviewed the Procedures Manual and procedures used by the Elections Department that exceed
requirements in the Procedures Manual; for example, the use of a split password. Brad believes that
the report will reveal that the elections system is just fine.
Tom asked Brad about the timeline for this report; Brad responded he is not sure, but that it is a
report from the County IT Department to Mr. Huckelberry and will address only Pima County’s
environment. It will not address the Secretary of State’s voter registration system. Barbara asked if
the Commission should send a follow-up letter to the Secretary of State with more specific
questions; Brad responded that as this situation unfolded the Secretary of State send out frequent
communications to county recorders and elections directors. One of the things yet to be
determined is, how was the problem found, e.g., routine maintenance or did an event actually
occur? The recorders are particularly interested in knowing what happened so they can change
whatever environment that problem existed in.
Barbara suggested this item be kept on the agenda to discuss at the next meeting; Bill Beard
concurred. Tom didn’t see any reason to write another letter to the Secretary of State, but there
may be updates given to the counties.
Brian Bickel asked if the Secretary of State has done anything to accommodate clean elections
candidates; Jeff saw something in the paper about perhaps lowering the number of $5 contributions
that candidates need to qualify.

ITEM 6.

UPDATE ON PPE REIMBURSEMENT FROM SOS – Brad Nelson
Brad could only speak about the reimbursement for the Elections Department. They asked for
approximately $628,000 for the PPE. On June 22nd, they received a check for approximately
$588,000, about 93% of what was asked for. It seems that the Secretary of State’s office assumed
that the compensation requested for Sheriff’s Deputies was for officers who were already on duty
and being paid by the Sheriff’s office. Brad let them know that these were off-duty Deputies to be
paid from the Elections Department budget. He is expecting to receive the balance very soon. Brad
understands the Recorder did receive quite a bit of the funds that she requested.
Brad also noted that in speaking with the Chief Financial Officer in the Secretary of State’s office, he
was told that Pima County provided the best documentation of all the counties within the State of
Arizona.
With regard to the reimbursement for the May election, Pima County is requesting approximately
$567,000 but has not heard back on that.

ITEM 7.

PLANS FOR AUGUST 30, 2016 PRIMARY ELECTION – Brad Nelson
Brad made reference to the Events Calendar that is provided as a handout [a copy of this Calendar is
incorporated into these Minutes as Attachment 2]. He pointed out the official Logic and Accuracy
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Test as performed by the Arizona Secretary of State in the event Commission members might wish
to watch.
Brad said ballots are being printed; the overseas ballots will be going out today. The poll worker
training class schedule will posted online. All things are a go. Poll workers in the Green
Valley/Sahuarita area were a little low, but an article ran in the Green Valley News which elicited a
huge response. There are approximately 240 polling places; those are listed online, as well.

ITEM 8.

PRIMARY CANDIDATE CHALLENGES
Brad reported that they are all settled, as ballots are being printed. There were either challenges or
withdrawals in Board of Supervisors, JP, and Constable races. The last one was a U.S. Senate
challenge that was just settled.

ITEM 9.

RISK LIMITING AUDIT PILOT STUDY – Tom Ryan / Brad Nelson
 Status on Elections Department Preparations for Mock Election
 Possible Dates for Mock Election
 Possible City Participation
Tom said that David Wisely had sent him some data files used to create the cast vote record, and
answered all his questions. Tom said the data looks good. He asked if David had an update on the
subject.
The Elections Department ordered 30,000 ballots from the printer, 29,700 pre-marked and 300
blank (the printer actually shorted them by one pre-marked ballot). David brought an example of
the mock ballot in eight ballot styles which also includes the summary report when the first [29,700]
were run through [copies of the summary report and ballots are incorporated into these Minutes as
Attachment 3A], and a mock cast vote record [copies of the cast vote record are incorporated into
these Minutes as Attachments 3B]. The ballots were run through to make sure the ballots are good
and to test the system. They did not actually perform the RLA.
Brad added that part of the mock election was to see just how much resource the exercise
consumed; how might we go about doing an RLA in the most efficient manner. David said one
reason for the additional 300 blank ballots is to experiment with triggering an automatic recount.
The extra ballots could be used to change the outcome of the final question on the ballot to either a
tie or automatic recount.
Brian asked if there were ballots that would require more than one pass through the tabulation
equipment. In a real election, there are always ballots that require being sent through the
tabulation equipment more than once, and we need to make sure we know how to reorient the
ballots so that one serial number doesn’t get applied over another. Brian then asked, if the ballots
are not properly reoriented and the serial number is applied over the prior one, are we introducing a
significant opportunity for failure because someone doesn’t orient the ballots correctly on
subsequent runs? Tom added that this is an issue that needs to be looked at, to find out if people
are careful in how they run the ballots.
Tom has another suggestion for the blank ballots; they could be used to introduce under- and overvotes. Those could cause some confusion in subsequent audits. David said that can be done as well
as write-ins.
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Barbara asked David to explain, for the benefit of the new Green Party EIC member, how a real
mock election would work. David explained that this would be a mock risk-limiting audit, or RLA.
They generated a fake election, based on the last Oscars, then generated fake ballots as if they had
been voted. The ballots will be run through the tabulating equipment and results generated, in
addition to creating a cast vote record. The RLA is simply a test to gauge if the outcomes are correct
or wrong. It is based on the margin of victory and number of ballots cast. Random ballot serial
numbers are chosen, the associated paper ballots are pulled and compared with the computer
interpretation of those same ballots. If they match, you move towards the predetermined
percentage of confidence; if they don’t match, you move away from that confidence level. The
developer of this method says that you will be able to look at fewer ballots, but get a level of
confidence you don’t get from other methods. You reach a point where you can say, “We are
within, say 10% of not making an error in the outcome.” Fewer ballots means fewer people to
perform the audit. Mary DeCamp asked if the votes on the ballots were hand filled or machine
generated; David responded that they were machine generated. They told the printer to print up so
many of each style ballot, simply to save resources. They could have gotten a greater variation if
they had been hand marked, but then staff would have needed to spend days marking them.
Barbara wanted to make it clear to the new EIC member that this is not a substitution for the hand
count audit or the Logic and Accuracy test, which are both required by law. This would be an
additional check.
Tom asked if David or anyone had a chance to look at Dr. Stark’s online calculators; Arnie has not
had a chance, and David has looked briefly at them. Tom then said he is worried about the cut-andpaste process in creating the cast vote record from two other files of serial numbers and ballot
results. David responded that running it through Access as opposed to Excel would provide internal
checks.
Tom asked Jeff Rogers if he had any information on the possible City participation in doing an RLA;
Jeff responded that he had put in a call to the City Clerk’s office. They were going to talk to the City
Attorney’s office to see what their position is.
Addressing the subject of possible dates, Brad asked who wants to be present for the mock RLA;
Tom would like to be there. Tom suggested that it be done as soon after the General Election as
feasible. He would like to take the results from the General Election, not look at the ballots, but do
the math on the estimated number of ballots and compare that to what we actually need to do for
the mock election. It would not require pulling any ballots from the General Election, but just do the
math part. Brad added that the State won’t canvass the election until early December, so we would
be looking at mid-December at the earliest. Brian asked if he and Jeff should participate, since they
may both be on the ballot. Brad’s “two cents worth” is that the Board of Supervisors will canvass
the General Election on November 22. There are a certain number of days for someone to challenge
the election, or go to a recount if necessary. If we are looking at mid-December, the election is
done.

ITEM 10.

ELECTION DATABASE STRUCTURE AND DISTRIBUTION – Tom Ryan
Now that the cast vote record has been created, Tom Ryan would like to see that be part of the
distribution. The other thing is he would like to create an SOVC for each day of counting. Tom
Quigley responded that a CSV file, a sample of which Dr. Ryan has already seen, can be created for
each day that can be used to do the forensic analysis. A cast vote record can’t be produced without

Elections Integrity Commission Meeting Minutes
July 15, 2016

Page 4

saving and transferring ballot images. Tom Quigley has spoken with multiple people at ES&S, and
there is no way around that. Barbara asked if the decision had been made to not capture images;
Tom Quigley and Brad both responded that the decision has been made. Tom explained that
currently, after results are transferred to the server, the DS850 [scanners] are cleared out on a daily
basis to avoid any possibility of someone “peeking” at election results. Brian asked, if the system
tabulates votes from the image of the ballots, and you aren’t saving images, then you aren’t saving
what votes were tabulated from. There is no way of matching the results to the images. Brad
suggested that is done during the audits and the post-election Logic and Accuracy Test. Bill Beard
asked if Brian’s point of not saving what was used for tabulating would leave the County open to a
lawsuit. Brad explained that there are numerous issues about images that have not yet been
addressed by the Procedures Manual, including whether images are eligible for public records
request. Barbara asked if to anyone’s knowledge there is anyone in Arizona saving images; Brad
responded that to his knowledge, no. Brad believes that there are seven of the 15 Arizona counties
that are on the same election system.
Brad notified the Commission that Ken Carbullido has left ES&S as of July 1st. Brad doesn’t know at
the moment who will replace him as that resource.
Tom expressed the opinion that the cast vote record data should not necessarily be tied to images.
It should be possible to be able to transfer data without transferring images. Tom Quigley
responded that this is an issue for ES&S to answer. Arnie suggested perhaps Tom Ryan could write a
letter to the other counties using this system to see if they are concerned about this; Tom would
rather get information from ES&S.
Brian asked if the two extra scanners had arrived; Brad responded that the high-speed scanners are
actually built in Germany. Somewhere along the way, the two brand new 850’s got damaged
beyond almost all recognition. They arrived with a hole literally pierced through the top of the box,
denting and piercing the scanner inside the box. When ES&S was alerted, they immediately came,
as well as the trucking company’s insurance representative. They turned it around within a week.
ES&S is in Omaha; they decided they weren’t going to risk it again so they got their own van, their
own driver, drove directly here, delivered the new ones and took the damaged ones back.
Customer service is excellent with this company.

ITEM 11.

FUTURE AGENDA ITEMS
Problems with Secretary of State’s Website
Update on August 30, 2016 Primary
Risk-Limiting Audit Pilot Study – Mock Election
Election Database Structure and Distribution

ITEM 12.

NEXT MEETING DATES
August 19, 2016

ITEM 13.

ADJOURNMENT
It was moved by Bill Beard and seconded by Jeff Rogers and unanimously carried to adjourn the
meeting. The meeting adjourned at 10:00.
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