MEMORANDUM

Date: October 19, 2007
To: The Honorable Chairman and Members From: C.H. Huckelberry P
Pima County Board of Supervisors County Admini%’
Re: Election Security

Background

On May 17, 2007, after learning that allegations of potential election fraud had been made
regarding the Regional Transportation Authority funding election, | asked the County Attorney
to request an appropriate investigation of this matter by the Attorney General. The Attorney
General then undertook a criminal investigation of these allegations. The County and our
employees have fully cooperated with this criminal investigation. We understand the
difficulty and complexity of the investigation and are pleased it has been concluded with no
findings of criminal wrongdoing on the part of County Election employees or the County
Division of Elections.

We are also pleased with the findings of the Attorney General that the Regional
Transportation Authority Excise Tax Election shows no evidence of tampering, alteration or
election fraud. We also concur with and acknowledge the difficult and complex issues
associated with election security highlighted by the investigation of the Attorney General.
These security issues are faced by every state and local election authority.

Pima County has been and will continue to be diligent in our efforts to ensure election
security. To enhance our security measures while providing compiete and fuli transparency
of election functions, we have, in the recent past, completed substantial modifications to our
physical facilities and election processes. Additionally, we believe that recent changes in
state law requiring hand count verification of electronic vote tabulation results is a positive
step to ensure the integrity of election results and ensure voter confidence in those results.
While Pima County’s election security systems are among the best in the state, more can,
and should, be done regarding election security, particularly in the area of efectronic vote
tabulation. The following pages contain my recommendations regarding the conduct of future
elections.

Increasing Security Concerns Related to Election Results

We clearly understand the principle that every vote counts, and that every vote must be
counted and reported accurately. As technological advances have been implemented, the
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ability to ensure fair, accurate and secure elections has dramatically increased. Ironically, and
despite these advances, there have been, and continue to be, heightened concerns across the
United States regarding election security and the validity of election results.

With the advent of electronic touchscreen voting devices, new concerns have been raised
regarding election security and, hence, election outcomes. These concerns are valid and
require carefully crafted policies and procedures, independent checks and balances, and,
importantly, the impeccable integrity of all individuals involved in the election process.
Locally, the political parties, and the Democratic Party in particular, have been concerned
about election integrity. In response to the concerns of the parties and the concerns of
others, the County made significant modifications to the conduct of the 2006 general
election. Presently there is ongoing civil litigation regarding access to certain computer files
for this and prior elections. While we may disagree with the Plaintiff in this litigation, we do
not disagree with the principle of election security. In fact, it is precisely because of our
concerns for election security that we have opposed the release of electronic information
databases on the grounds that such information is not only made confidential by law, but also
because such release would make future elections more vulnerable to electronic attack.

New Election Security Measures Established Prior to the 2006 General Election

Prior to the 2006 election process, a number of measures were implemented to improve
security and enhance transparency of the election process, particularly with respect to
activities at the technical center where the election results are tabulated and summarized.
This center is also the receiving station for all precinct level vote tabulation devices and
contains the computer equipment for tabulating all election results, both absentee or early
ballots, verified conditional ballots, and Election Day ballot data transmitted from the polling
places. The modifications made in 2006 can be classified as facility modifications, process
meodifications, electronic countermeasures, vote device counting measures, or as training and
staffing improvements. Each of these are identified below to provide an understanding of the
additional level of security improvements that went into the 2006 election and that will carry
forward as we now prepare for the 2008 elections.

1. Facility Modifications

. Removal of all network cabling in the Counting Room from within the walls to be
openly and separately displayed in ladder racks suspended from the ceilings. Each
cable is a different color and can easily be traced from the equipment to the actual
Ethernet Switch. Server connections are also color specific and allow for isolation
of the servers between counting sessions as described later. The green ground
cable is clearly defined. No outside data wiring is connected to the GEMS counting
systems.
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Installation of an electronic access control system that secures the entire counting
facility. This system checks both ingress and egress by a RFID card assigned to
each of the staff as well as three cards for Sheriff's deputies. A limited number of
cards allow access into and out of the Counting Room. For those entering the room
without a card, the use of a manual sign-in and sign-out log with times and purpose
of the visit is required.

Installation of a video surveillance system consisting of 16 color cameras, with
infrared capability when bright daylight is not available. These cameras are
connected to a recording system that is triggered by motion detection in the
camera. Cameras cover all doors and areas where ballots or equipment will be
handled or processed. Cameras also show the top/back of the locked computer
cabinet as well as the area where the computer and console reside and the front of
the cabinet--but are not focused so sharply as to divulge entry of a password on the
keyboard. The feed from four cameras is displayed on a 42-inch fiat panel monitor
that is visible from the public viewing area in the lobby of the center as well as the
observation area inside the Counting Room. These four images show the computer
area and the operations area and where seals are checked on election night.

A second console monitor was relocated to allow full view of the flat panel monitor
and is in the west edge of the lobby viewing window, so visitors can see console
operations as they occur. A third console monitor was added to the wall adjacent
to the console desk for the Observers’ view. The Party Observer area in the
Counting Room has been extended to allow Observers to view the computer and
console area directly.

Secured the power disconnect boxes to the building with standard keyed padlocks
to prevent intentional or accidental drop of power during the vote counting process.

Secured the metal siding that was added to the building with epoxy to insure
against inappropriate access via removal of those panels.

Improved the door structures for the front and back doors to be secure.

Extensive lighting has been added to illuminate the parking lot, as there is a great
deal of foot traffic in and out during Early Counting as well as on election night.

2. Process Modifications

An agreement was reached with the official Observers of the Democratic Party to
produce a series of control reports--before counting any early votes, at the end of
each counting day, at the beginning of each subsequent counting day, and after the
final counts--to determine continuity of numbers being added. It should be noted
that these reports do not contain details related to any specific race, so it is
impossible to use these reports to alert parties of possible outcomes.
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An agreement was reached with the official Observers of the Democratic Party to
produce a printed and electronic version of the Windows Event Log to be used to
identify the installation of any new software, enabling or disabling any specific
hardware, or other nonstandard maodification of the system. This will occur prior
to the beginning of the counting of early ballots, and again following the completion
of the count of all votes.

An agreement was reached with the official Observers of the Democratic Party to
provide them, and the other parties, with snapshot copies of the GEMS Audit Log
prior to the beginning of counting of early bhallots, and again following the
completion of the count of all votes.

Agreement was reached with all of the official Party Observers at the Party Logic
and Accuracy Test on QOctober 21, 2006 as to the schedule for the processing of
early ballots, the disconnection of the servers from their Ethernet Switch and
securing of the computer cabinet following the day’s activities, and the process of
opening the cabinet, reconnecting the servers and running the agreed upon control
reports.

Agreement was reached with all Party Observers to modify the flow of the
equipment received on election night. The Elections Board that inspects the seals
and validates status of equipment will be located in the warehouse--just outside the
pass-through window so only those machines requiring activity will be passed into
the room for processing once the Board has approved them.

Agreement was reached with the Democratic Party as to the number of races (4)
to be audited in the precincts included in the post election validation audit process.
The 2007 amendments to the hand count statutes have changed and clarified the
law, negating the need for continuation of this particular agreement.

3. Electronic Countermeasures

Using two different election scanning devices, Building 27 and the TSx machines
awaiting placement in the field were swept to determine the presence of any
wireless transmissions that could impact the equipment. The same scanning
devices were used on Election Day to scan for wireless activity at random precincts
selected by the political parties, and to scan incoming devices and the Technical
Center on election night.

Hash Totals of the processing software were generated from copies taken at the
beginning of the counting of Early Bailots and an election night, and finally after all
votes had been counted. These copies were processed by the County Information
Technology Department to create Hash Totals. The resulting Hash Totals were
compared against the Hash Total for the certified version of the GEMS software
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that is available from the National Software Reference Library. This process verifies
that the software actually running on the GEMS counting computers is exactly the
same as that certified at the national level. Increased use of Hash Totals will be
identified in a later section.

4.  Vote Device Tampering Countermeasures

. An additional tamper evident seal was added to the side opposite the doors on the
TSx device to prevent anyone from taking the screws out of the case and gaining
access to the logic boards inside “clamshell” style.

5. Staffing and Training

* As many as 12 additional troubleshooters made up of technical staff from a number
of County departments will be available to precincts to troubleshoot or assist in
setting up the TSx equipment.

*+ Additional training was conducted for over 2050 waorkers to improve their
knowledge of the TSx systems.

As set forth above, there have been a large number of modifications made to the election
process in 2006 that significantly added to election security and integrity. The balance of
this report will address those additional measures that will now be taken to enhance security
for tuture elections.

Electronic Voting Security Review Findings

Because of the complexity of reconstructing and performing forensic analyses on electronic
databases and software, the Attorney General employed the services of an expertin computer
fraud analysis. This firm, /Beta of Aurora, Colorado, is one of the federal Voting System
Testing Laboratories accredited by the United States Election Assistance Commission to test
voting systems for federal certification. /Beta produced a report for the Attorney General
regarding its investigation of allegations relating to the 2006 RTA election. The report is
included as Attachment 1 to this memorandum. In summary, the /Beta report stated that
there was no evidence of manipulation of the RTA Bond Election data files as alleged by the
Democratic Party. A date error was discovered, but was attributed to human error that
occurred when a file was being saved. Furthermore, /Beta stated that its testing revealed that
the GEMS software exhibited “fundamental security flaws that make definitive validation of
data impossible due to the ease of data and log manipulation.” It is this finding that further
strengthens our commitment to ongoing improved physical security as well as the
implementation of more checks and balances.
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To assist both the Attorney General and /Beta in their electronic forensic analysis of the RTA
election process and results, | directed that Dr. John Moffatt, Office of Strategic Technology
Planning, be available to assist the County Attorney, Attorney General and /Beta by providing
infarmation regarding the County’s computer systems, particularly related to elections. Such
assistance was appropriate as there was a need for local technical knowledge of the operation
of the Counting Center to supplement information obtained through the forensic processes
employed by the Attorney General and Department of Public Safety. In addition, Dr. Moffatt
reports only to me and is completely independent of the Division of Elections or any other
agency involved in the elections process.

Election Procedure Error

In addition to the findings of /Beta, the Attorney General focused attention on the aillegation
that an employee of the Division of Elections ran a vote tabuiation summary report on early
election vote results, and that this constituted a violation of law. Running the vote summary
report on early election results by an Elections employee is not a violation of law. Only
disclosing the results to affect the outcome of an election is a violation. This allegation was
one of several presented to the Attorney General by the Democratic Party. Following an
extensive investigation, the Attorney General did not comment on or recommend changes
based upon this activity.

Running a summary report has been a past practice of Elections staff. The primary objective
of Elections staff in running such a report is simply to validate how the actual physical
number of ballots counted by the computer compares to the number of ballots submitted by
the Recorder’s Office. This is an important verification process to determine that ballots were
not skipped or counted twice in the tabulation process. On our existing system, two
computer-generated reports can verify this information. One is the Summary Report and one
is the Cards Cast Report. The Summary Report produces the number of ballots tabulated at
the top of the first page of the report.

The Cards Cast Report produces the same result, but the total number of transactions
processed is displayed at the very end of the report, which is typically as long as 16 to 20
pages. For time and convenience purposes, Elections staff has utilized the shortcut of
viewing the top of the first page of the Summary Report to track and verify the number of
ballots processed to that point. While this practice has been convenient, it has obviously left
the Elections staft open to criticism and to the charge that they may have somehow used this
information to the advantage of a candidate or a particular ballot measure. The investigation
of the Attorney General indicates that no such use occurred. Nevertheless, use of the
Summary Report to track processing counts has been discontinued. In the future, the only
report that will be run to track progress and validate ballots processed will be the Cards Cast
Report.
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It should be noted that there is an appropriate time and place to run the Summary Report
during an election. Summary Reports must, by law, be run immediately prior to and following
the processing of an “audit batch” for the required hand count audit of election results. As
required by the Secretary of State’s Election Procedures Manual, the Summary Reports for
selected races and precincts are printed face down at the beginning of the batch selection and
at the end of the batch selection. Without being viewed, these reports are placed directly
into the box with the ballots from the audit batch. The box is then immediately sealed and
signed by Elections staff and Party Observers in attendance. The Party Observers are present
during the entire batch selection process, including the running of the Summary Reports.

Lack of Thorough Documentation Related to Vote Tabulation Activities

Vote tabulation activities are conducted over a series of days, not just on election night.
Early ballots are counted prior to and, if necessary, after Election Day. Precinct TSx machines
are brought into the counting center to download the vote data. Verified conditional ballots
and duplicated ballots are counted after Election Day. Each time a tabulation activity takes
place, the GEMS system is utilized to tally the vote totals. In addition, appropriate computer
duplication and backup activities occur on a regular basis. Based upon our review of vote
tabulation processes and results of the /Beta review, it would be prudent to require more
extensive written standards, documentation and verification of computer tabulation activities.
In the case of the RTA vote tabulation, such documentation did not occur. However, | wish
to emphasize that such extensive documentation was not and is not required either by statute
or by the Secretary of State’s Election Procedures Manual. In fact, until the Democratic Party
referred its allegation of illegal activity to the Attorney General, the integrity of our staff and
their actions during the tabulation of votes had never been challenged. Indeed,
representatives of the Secretary of State have affirmatively acknowledged the professionalism
of Elections Division staff. This lack of documentation, while in itself it is not an error in the
conduct of the election, made the County vulnerable to questions regarding computer
tabulation activities, Therefore, we will document every computer action from log-on to
log-off in all future vote tabulation computer activities. This documentation is simply the
extension of good business practices to the conduct of elections. All documentation will be
reflected in a chronologic log appropriately witnessed and verified by a third party.

Electronic Vote Tabulation Security Measures to Prevent Electronic Election Fraud

Based on the investigation of the Attorney General, the /Beta report, and the analysis by
Elections staff regarding election security, the following actions will be implemented to
improve election security and integrity.

1.  Election Software and Hardware Administration - Previously, Elections personnel had
“Administrative Rights” over the servers which house the GEMS software. These
Administrator Rights allow the user full management access to the server, including
loading software, adding hardware and performing security-oriented tasks related to
users and the operating system. To add an additional safeguard for election security
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and to provide a layer of separation between the Elections staff and the management
of the counting systems, Administrator Rights will not be available to Elections
personnel. System administration will be transferred to a pair of independent system
administrators within the Information Technology Department. If the need arises for
capability beyond that of a “superuser” on the servers, access to these systems will
only be obtained through the independent third party system administrator in the
Information Technology Department, and then only after the problem and/or issue has
been identified with Party Observers if during an election, or with the involvement of the
Elections Director if during a period outside the processing of an election. Note that the
dual password capability (described below) shall apply to the System Administrator
password as well, so at least two people from the Information Technology Department
would be needed to make any changes.

2.  Dual Passwords - No single Elections staff individual or administrator will have
knowledge of the entire password required to gain access to the computer equipment
or the tabulation program. Individuals will be given only a portion of a password
meaning that computer access cannot be obtained without the knowledge of at least
two individuals and therefore, no single individual within the Division of Elections {or,
as noted above, within the Information Technology Department) will be able to gain
access to the central tabulating computer or its programs.

3. Discontinuation of Precinct Level Resuits Modem Transmittal - Because election results
at the precinct level are transmitted via modem over telephone lines to the central
tabulating computer, one vulnerability of the electronic tabulation systems that has been
identified is commonly known as the “man in the middle” possibility. In this scenario,
it might be possible to intercept the modem transmission and substitute fraudulent
results which would be transmitted to the central tabulating computer. Despite the
substantial efforts that have been made to provide security for the modem transmission
of votes, this practice will be discontinued for future elections. This simply means that
the sealed precinct-level vote scanning and touchscreen devices will have to be
transported to the central counting station before election tabulation results therein are
downloaded to the main computer at the central counting center. The physical
transportation of the precinct machines rather than the transmission of results via
modem will delay the release of election results significantly. Rather than election
results usually being known before midnight on Election Day, it is possible that the
election results will now not be known for one or more days after the election.

4. Ballot Accountability - Accountability for every ballot is a requirement of the electoral
process. With an increasing number of voters choosing to vote early, controls have
been established at every step to insure that no early ballots are omitted from the count.
There will be extensive logging and more time consuming counts as ballots move from
one processing station to the next. Every ballot will be accounted for, even those that
cannot be processed due to any extraneous markings or physical damage that prevents
reproduction by the Duplication Board.
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5. Chain_of Custody Records - Because portions of the ballot processing stages have, of
necessity, been decentralized, there will be increased controls with respect to the
transport of ballots from the Recorder's Office to the various County buildings where
processing takes place to the Counting Center. The number of ballots will be recorded
and chain of custody logs will be kept for the various types of ballots. These records
will be available for Party Observers. During periods when Party Observers are present,
they will be asked to witness and initial the logs. In areas where Party Observers are
not present, logs and seals will be initialed by staff with different party affiliations.

6. Records Retention - Records retention and destruction procedures will be reviewed by
the Clerk of the Board's Office to insure compliance with State record keeping
regulations and to establish processes to facilitate timely destruction of materials
remaining after each election. Detailed logging of materials submitted to the Secretary
of State will be initiated and retained as appropriate based upon State approved
retention schedules. (Pursuant to legislative changes, the Secretary of State will no
longer return election programs to the County.)

7. Video Retention - Archiving of electronic images captured from the video surveillance
system installed at the Technical Center as well as the data files retained by the access
control systems has been completed by the Information Technology Department.
Retention rules have been established in accordance with normal election record
retention standards promulgated by the State Department of Library and Archives. The
Information Technology Department has the responsibility for destruction of the images
and access control records on the appropriate destruction date.

8. Change Control - Over time, changes to the Election Servers will be required. In order
to appropriately track authorized changes, the Change Control procedures utilized in the
Information Technology Department will be adopted for these servers. This process
incorporates review, testing, publication and approval procedures to be completed
before any modification can be made to the systems. The Change Control Logs will be
made available to the Party Observers and Secretary of State’s staff upon their
subsequent visits for Logic and Accuracy Tests.

Electronic Counter Measures

Hash Totals — The use of Hash Totals is an internationally recognized process by which two
electronic files can be compared and determined to be exactly the same.

Due to concerns raised about the possibility that files containing votes that are stored on the
Election system could be tampered with during the absence of Party Observers, a new
process will be initiated to create a Hash Total on the backup files created upon the
completion of any processing cycle, before the departure of the Party Observers. A copy of
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the resulting Hash Code will be provided to each observer as well as locked up and sealed for
safekeeping in the computer cabinet at the Counting Center. The next time votes are to be
counted, the files will again be processed through the Hash Total algorithm, prior to their
being loaded for subsequent use. The Hash Code generated must match the code given to
the Observers and saved at the Counting Center as a precursor to proceeding with vote
tabulation. This will insure the entire vote processing system is the same as it was when last
observed.

In 2006, Pima County tested the GEMS executable program against a Hash Total calculated
from the information used at the federal level to certify the GEMS system. There are other
components of the GEMS system database that are used to create ballots and control the
systems that process votes in an election. Those components should not change once an
election is "SET” and the Secretary of State performs its Logic and Accuracy Test on the
Central Count computer as well as on the Optical Scanning and Touchscreen voting
equipment. A process is being developed to extract the critical components of the GEMS
system database into a specific file structure that can then be compared throughout an
election cycle using Hash Total technology to insure the same programmatic controls and
parameters exist from the Logic and Accuracy Test, through Early Ballot Processing, on
Election Day, during subsequent processing of absentee and other exception ballots following
Election Day, and finally, just prior to submission of the Election results to the Board for the
Canvass process.

Under current Secretary of State standards, Election Servers must be used to program and
process ballots using the same hardware and software configuration as certified at the State
level. In order to be able to optimally process the Hash Total tests described above, Pima
County will ask the Secretary of State to add the Hash Total Routine used in the Federal
certification process as a standard component of the certified system. This will enable
processing the Hash Totals on the servers during the election process with the data files in
place--avoiding copying ar exposure of the files to any removable media while using a well
established and recognized tool. Hash Total calculations are a very effective tool to insure
consistency of file content and are invaluable in discovering modifications to critical files. If
it is determined that the proposed solution is prohibited or introduces an additional risk of
release of critical data, this approach will be abandoned.

Wireless Surveillance - As wireless networking becomes more effective and proliferates
through more devices offered throughout the industry, the potential for intrusion grows. In
addition to using multiple scanners with widely ranging capabilities to scan equipment, and
scan for connectivity possibilities in party recommended (and randomly selected) precincts,
the Counting Center will become a wireless-free zone where laptops or any other portable
data devices capable of transmitting data in a networking environment must be turned off.
With the increased handling of Smart Cards that contain votes to be processed on election
night, wireless and video surveillance will be applied to insure no opportunity for tampering.
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Additional Testing Computer in the Counting Center - One of the recommendations arising out
of the /Beta investigation was the inclusion of another (third) computer to retain snapshots
of the GEMS System for testing purposes during the processing of an election. This third
computer would be separate (not networked) from the official Election Servers and data
would only be transferred to this system via CD or DVD media. Since it is inappropriate to
introduce any non-certified software or data files onto the official Election Servers, this third
computer would include the Hash Total routines discussed earlier and remain a repository of
the backup files that would be deposited at the end of every processing cycle. The same
separation of Systems Administration capability and user logins as described for the Election
Servers would be consistently applied. Elections Department users would not have delete
rights to any directory. Information Technology Department system administrators will have
the capability to delete files upon direction of the Elections Director, but will not do so until
the Election Canvass is complete.

This Test Computer would provide a place to perform the technical testing described earlier
in this document, without compromising the official election servers and insuring that the files
to be tested remain in a secure environment. No data will be taken from this computer for
any purpose and the files loaded for testing will be deleted once the election is canvassed.
This system will not have the ability to write any removable media--only read them. Hash
Code testing software will be documented and disclosed to the observation teams during the
Party Logic and Accuracy Test process. All file transfers and Hash Code testing will be
performed in the presence of Party Observers. A separate printer will be connected only to
this Test Computer in order to print the results of the testing. File contents will not be
printed, only the results of the Hash Code tests.

The sole purpose for this computer would be to provide an even more secure, transparent
testing environment without compromising the official Election Servers nor implying that the
information contained is anything other than a collection of work files to facilitate the testing
process. The presence of this computer in the Counting Center and the procedures described
above will be submitted for approval as a part of our increased emphasis on transparency and
cross verification of data during the election process. If it is determined that the proposed
solution is prohibited or introduces an additional risk of release of critical data, this approach
will be abandoned.

It is very important that this proposed process receive Secretary of State approval as well as
Federal election certification. Therefore, it may not be approved in sufficient time for the

2008 election cycle.

Increased Public Transparency of the Election Process

With increased transparency of the election process comes increased security. There will be
more eyes observing the process. To furtherimprove transparency, during all future elections
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the public will be able to observe the processing of ballots through the security cameras
installed at the Division of Elections in the counting center. Beginning in 2008, and actually
operational for elections now occurring for other jurisdictions, Pima County will broadcast,
via the worldwide web, streaming video of all proceedings in the counting center as ballots
are being counted. This will allow anyone with a computer and Internet access to observe
the tabulation and counting process. Video will also be transmitted to the Secretary of
State's Otfice pursuant to the 2007 revision to the election laws.

Today, Elections staff, present and new, undergo and clear a criminal background check in
order to work within the Elections Division. Due to the security within the vote tabulation
facility, the County will request that Party Observers, particularly those who have access to
the Counting Rooms, provide appropriate identification sufficient to ensure that they are the
persons appointed by the parties to act as observers.

These items will all improve the public transparency of the election process and hence
improve election security.

Hand Count Verification of Electronic Tabulation Results

In the 2006 General Election, to comply with new State law, the election results were verified
by a hand count that was conducted and observed by Elections staff and appointees of the
various political parties. The votes cast in selected races in nine precincts were counted by
hand and 2,863 bailots were counted for the races audited. It should be noted that the result
of the hand count far each of these races was essentially identical to the computer tabulated
results in all nine precincts.

When the hand counting process was first discussed by the Legislature, it was feared that
the requirements would be overly burdensome and cause delay in election results. The last
hand count process in November 2006 taok approximately 19 hours to complete. Therefore,
the hand count did not interfere with the timely reporting of election results. This process
is a valid and safe check of electronic vote tabulation devices and provides the best safeguard
against vote fraud.

Finally, there has been a great deal of controversy over the touchscreen voting devices. This
concern needs to be put into perspective. The voting machines used by Pima County for
elections tabulate results from paper ballots, with the exception of the touchscreen voting
devices required by Federal law. The touchscreen devices do produce a printed audit trail of
votes cast {and cancelled}. It should be noted that in the last election wherein 284,935
ballots were cast, only 505 were cast on touchscreen voting devices. Thus, less than
0.0001 percent of voters who appeared at the polls or cast a ballot through early voting used
a touchscreen voting device.
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Public Review and Comment on Proposed Security Measures for Elections

Contained within this memorandum are a number of actions that will require the Division of
Elections to prepare a security plan for conducting the 2008 election. This draft plan is
attached as Attachment 2, and implements the security recommendations and/or
modifications for improved security stated in this memorandum. It would be appropriate to
ask for pubiic review and comment on these proposals. Therefore, | have directed the
Division of Elections to hold four public meetings throughout the County to receive comments
and suggestions regarding this elections security plan. In addition, | have provided copies of
this memorandum and report to all of the immediate past Party Observers involved in the
election tabulation and vote counting process--Republican, Democrat, Libertarian, and Green
parties--for their review and comment.

Replacement of Election Equipment

The present election equipment, the optical scanning devices purchased from Global Elections
nearly 12 years ago in the County’s transition from punch card voting to paper baliot optical
scanning, is old and will need replacement after the 2008 election. This provides the County,
as well as any interested party, an opportunity to determine the best and most secure voting
system to be employed in future County elections. Any system selected will need to have
been certified by both the Federal government and the Arizona Secretary of State. It is likely
that the cost of replacing this election equipment will exceed $5 million. In addition, a more
secure election facility is needed in the future. Today our election operations are divided
between two locations, and completely separated from the Voter Registration Program of the
Recorder’s Office where early and conditional ballots must be verified prior to being counted.
A new elections center, to be located on Mission Road, should also begin to be planned. |
will ask the Bond Advisory Committee to consider the purchase of a new election system and
replacement building in a future bond election. For planning purposes, approximately $10
million should be set aside for this purpase: $5 million for election systems and equipment,
and $5 million for a secure election building. After the 2008 election, | will ask the Board to
appoint a committee to recommend voting equipment and system replacement. The
committee will consist of accredited election parties, technical experts, the Recorder, the
Registrar of Voters, and the Elections Director.

Summary

We are pleased with the findings of the Attorney General regarding no criminal wrongdoing
on the part of County employees, and no evidence of tampering or altering election results
related to the Regional Transportation Authority. Based on the stated concerns of the
Attorney General regarding electronic election vulnerability, we will provide him with our
proposed policy and procedure revisions regarding our election methodologies in Pima County
to ensure the integrity and security of election results. We will also ask the Secretary of
State of Arizona to review our new policies and procedures and, as necessary, have said
policies and procedures approved by the United States Department of Justice.



The Honorable Chairman and Members, Pima County Board of Supervisors
Election Security

October 19, 2007

Page 14

To date, the RTA election ballots remain secure (see Attachment 3). Based on the conclusion
of the Attorney General’'s investigation, the County Attorney will consult with him on ballot
destruction pursuant to statute and give notice of such action to allow any party to object
to same through appropriate legal proceedings.

Finally, | am attaching, for your information, a recent paper by the Information Technology
Innovation Foundation regarding secure electronic voting (Attachment 4).

Recommendation

It is recommended the Board accept this report and the proposed modifications to our
elections process to improve and enhance security. After appropriate public review and
comment on said procedures and policies by the parties and the public, | will schedule this
matter for Board direction. All comments received during the public review process will be
compiled and provided to the Board, as well as any additional or modified security procedures
resulting from this public review.

CHHY/jj
Attachments
c: Brad Nelson, Elections Director

Dr. John Moffatt, Office of Strategic Technology Planning
Chris Straub, Chief Civil Deputy County Attorney
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Executive Summary

iBeta was approached to perform a quantitative investigation for Pima County, Arizona of a specitic
Diebold GEMS electronic voting system version and associated hard drive data with regard to alleged vote
tampering.

The investigation took place at iBeta’s certified testing facility in Aurora Colorado.

1Beta received a sealed Seagate Barracuda 7200, ST32508204, 250 gigabyte hard drive (s/n 6QEoNTQZ)
from Pima County which contained four drive images in Symantec Ghost format.

iBeta staged the images for investigation and analysis using an external IDE to firewire converter. Of these
images it was discovered that only two, “Item 17 and “ltem 2" contained useable data and “Item 17" was
10.2 gigabytes in size while the “ltem 27 image was 204 gigabytes in size.

The target file of the investigation was a Diebold GEMS database backup file called “pima consolidated
051606 EARLY DAY 1.gbf” which, according to the audit log of the GEMS software was initially created
05/10/06 at 12:27:27, and then overwritten 05/11/06 at 09:56:30.

The focus of the investigation was to determine the validity of the target {ile and to look for evidence of
tampering. The investigation consisted of several tests:

1. R-Studio scans of the two hard drive images “Item 1" and “Item 27 to look for partial, ghost, or
deleted evidence of a different version of the DAY file, which came back negative.

2. Date and timestamp checks on all of the available copies of the DAY file. This showed some
irregularities, but these were later explained away by the troublesome mstallation and backup of
the new GEMS systems on July 20th 2006 and the normal copy and cleanup process on July 27,
2006 in preparation for the next election.

3. CRC comwparisons on the tive available copies of the DAY file, which showed all of the files to
be identical across the two systems.

4. CRC comparisons of the Preference tables in the 051606 databases which show that the
prograntming was not altered from the initial “T and A” run for the 051606 event.

5. Backing out the deck data in the DAY database to uncover any discrepancies in votes coming in
and votes total which would pinpoint the addition of votes. This showed no variation in vote
totals.

3

During testing it was discovered that the GEMS software exhibits fundamental security flaws that make
definitive validation of data impossible due to the ease of data and log manipulation from outside the
GEMS software itself.

Ultimately, it1s the determination of iBeta that the overwriting of the target file can be attributed to human
error. 1Beta arrives at the “human error” conclusion for two reasons:

e Beta was unable to detect any manipulation of the 051606 event data across the multiple copies of
the data discovered.

*  The basis of the investigation is that there are log entries that pomnt to tampering - but it is far
easier to remove evidence of tampering from the logs than to actually tamper with the vote totals
in the Microsoft Access database that the GEMS software uses. So it does not follow that someone
with the knowledge to manipulate the GEMS data would neglect to alter the log file to remove the
evidence of the manipulation.
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Summary of Testing

Setup & Planning

The focus of the investigation was to determine the validity of the target file and to look for evidence of
tampering.

Test Execution

The investigation consisted of several tests:

L.

[

o5

R-Studio scans of the two hard drive images “Item 17 and “Item 2" to look for partial, ghost, or
deleted evidence of a different version of the DAY1 file, which came back negative.

Date and timestamp checks on all of the available copies of the DAY'] file. This showed some
irregularities, but these were later explained away by the troublesome installation and backup of
the new GEMS systems on July 20th 2006.

CRC comparisons on the five available copies of the DAY'| file, which showed all of the files to
be identical across the two systems.

CRC comparisons of the Preference tables in the 051606 databases which show that the
programming was not altered from the initial “I. and A” run for the 051606 event.

Backing out the deck data in the DAYl database to uncover any discrepancies in votes coming in
and votes total which would pinpoint the addition of votes. This showed no variation in vote
totals.
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Test Specifics

Test 1 — R-Studio was used to perform a drive-wide scan for deleted, partial, and ghost copy data. While R-
Studio did find and recover a great deal of interesting data, none of it was relevant to the investigation at
hand.
¢ This test can be defeated by repeated loading, deleting. and defragmentation of the hard drive,
which repeatedly overwrites the deleted data with parts of other files and makes recovery very
difficult. Based on iBeta’s observations of the drive images this defeat was not performed.

Test 2 — The date and time stamp checks of the files did turn up what appeared to be evidence of tampering
as the files pertinent to the investigation showed a pattern of irregularities in either the date/time created or
modified. John Moffatt did some investigation on his end and discovered that there were some issues in the
backup, installation, and recovery of data during a July 20" 2006 GEMS system update followed by the
normal copy and cleanup process on July 27th. This explained the oddities discovered in the file
timestamps.

e This test can be defeated by altering the date/time stamp data for the files. There are utilities which
will do this, but it appears that this was not done because the files still exhibit non-uniform
dates/times. It 15 unlikely that that defeat was performed because if one of these utilities would
have been used, there would have been no alert as all of the date/time stamps would have been
sequential to the event - leaving no clue that the files had been altered or replaced.

Test 3 — Ultimately five copies of the target file were discovered or recovered. These five versions were run
through a CRC32 process which is used to determine file changes at a bit level. The CRC check returned
that all tive of the files were identical. The CRC32 value of the target files was "FADSCT0OE™.

* It1s possible to detfeat this test by replacing all of the copies of the target file with a prepared
version. It 1s unlikely that the defeat was employed due to the various modification date/time
stamps on the target file — if this defeat had been deployed all of the replacements would have the
same create/modify timestamp. Additionally the file residing in multiple locations on multiple
computers makes this defeat very difticult as access to the various machines and knowledge of the
locations would be required.

Test 4 — John Moffatt proposed a test to determine if the programming used in the 051606 event which
compared the “preference” table of the initial [. and A test to the various saves of the 051606 event. The
compare showed that the programming never changed from the initial L and A event.

e [tispossible to defeat this test by way of replacing the preference table in all of the 051606 event
data sets after the event was over. This defeat being used is unlikely due to the modify date/time
stamps of the original I and A data being from the day preceding the event and every copy of the
1. and A data exhibiting the same date time stamp. A blanket replace of the entire 051606 event
dataset would have had to take place to defeat this test, which encounters the same issues as Test

3
Test 5 - John Moffatt also proposed a test to determine if any votes were added to the vote totals from an
external source. This test used the GEMS software to list the decks for each segment of the 051606 event
and when backing those decks out, a total of zero votes remained. This means that all of the votes seen
came from the central count scanners or precinet voting machines and not some other source.

e Agwith other tests it is possible to defeat this test by ensuring that any vote modification keeps the
vote totals the same, This means that if you add 1000 votes 1o one candidate, you subtract a total
ot 1000 votes from one or more other candidates. This defeat has a low probability of being
deployed based on the fact that it only works for the total number of votes. Any report run that
shows the votes at a precinct level, when compared to a total votes report, will show the data
modification.
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Introduction

Security of the voting process is paramount to ensuring the public’s confidence in
elections. The Pima County Division of Elections Security Plan is intended to
provide a general overview of tasks as well as roles and responsibilities of
selected offices and agencies in maintaining the security of the voting process.

In general, election systems are almost universally composed of two (2) major
independent systems that provide functionally for election tabulation and voter
registration. In Pima County, the responsibility for maintaining the voter
registration system belongs to the County Recorder. The responsibility for
election tabulation rests with the Pima County Division of Elections. This security
plan will only address the election tabulation function. The system used in Pima
County to conduct ballot tabulation is the Global Election Management System
(GEMS).

The Pima County Division of Elections Director has the responsibility to ensure
that all employees working in elections are working in a secure environment. In
addition, it is crucial that every eligible ballot is counted and that the voting
process is secure. The Elections Director or their designee is responsible for the
overall coordination of security concerns during elections. That position will be
clearly identified to all employees as the primary point of coordination of security
issues.

Effective security does not depend nor rely on a single process, feature, or
policy. Effective security requires a number of interrelated processes, systems,
and policies that compliment and build on each other. The systems, processes
and policies that comprise the layers of security for Pima County Elections are
represented on page 5 in figure 1.

These multiple layers of security systems, processes, and/or procedures ensure
that elections are not inappropriately influenced. Involving external stakeholders
such as the media, political party observers, the Arizona Secretary of State and
the public provides transparency and is integral to the detection of problems with
the elections process. The physical and personnel security measures which have
been implemented ensure that only authorized individuals are allowed to access
critical election spaces, materials, technical systems and ballots. Elections staff
and seasonal employees are trained in elections processes and procedures
designed to ensure the security and integrity of the election process. These
elections processes are audited and reviewed throughout with many checkpoints
for accuracy. This layered approach ensures that if one or even two layers are
compromised, bypassed or proven ineffective the security and integrity of the
election process is still preserved.

The contents of this Plan are structured to parallel the layers of the security
shown in figure 1: open and transparent election environment, physical and



personnel security, legal and procedural security and technical and systems
security.

This Plan is a dynamic, living document that will be reviewed and updated as
significant security issues arise or situations change. After every election, Pima
County Elections Staff review the lessons learned from that election and make
adjustments to the processes, procedures and systems to improve the
effectiveness of operations and security. The Pima County Elections Staff also
monitors the experiences in other jurisdictions and scrutinizes studies and
reviews by third parties. They then adjust policies and procedures in order to
avoid weaknesses experienced or identified by others.

All employees who work in elections or who have a role in elections security
share a responsibility to ensure that our elections remain secure and that they
are conducted with the utmost integrity. To this end, all new employees are
required to read and become familiar with the Security Plan as well as any
implementation procedures that are relevant to their work areas. All employees
will be briefed periodically with the key aspects of this plan. All employees, not
Just supervisors, are encouraged to suggest ways to improve the security of the
election process. Pima County Elections also welcomes suggestions from
political parities, and other observers on ways to enhance system security.

Guiding Laws, Procedures, Policies and Studies

Laws, procedures, policies and studies that apply to elections include:

¢ Help America Vote Act of 2002 (HAVA): 42 U.S.C. 15301 to 15545

e Arizona Revised Statutes Title 16

e Arizona Electronic Voting System Instructions and Procedures
Manual

e Pima County Administrative Procedure 13-17

¢ Quick Start Management Guide for Voting System Security, United
States Election Assistance Commission

+ California Secretary of State - University of California Red Team
Report 2007

e [Florida State University Software Review and Security Analysis of
the Diebold Voting Machine Software, August 2007

¢ Brennan Center for Justice Report, “The Machinery of Democracy:
Protecting Elections in an Electronic World” 2006
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Open and Transparent Election Environment

Administering elections is a monumental responsibility and one which openness
and transparency are essential to gaining and retaining public trust in
government. It is the process by which citizens of a democratic republic choose
their political leaders, and in the State of Arizona, it is a system in which the
electorate through the process of initiative and referenda can directly make law.
In any other system or process, it would likely be considered contradictory to
require openness and transparency around a set of processes while at the same
time restricting access and ensuring strong security, but this is exactly what
election administrators across the nation must accomplish. This involves a
variety of concepts that combine accountability, transparency, security and
accuracy, to enable access, foster openness, and preserve the integrity of the
process. In Pima County, this is achieved through:

e Building Infrastructure Design and Access

Open floor plans, viewing windows, public monitors, exposed and
color coded network cabling, surveillance cameras and optimized
viewing areas are all design elements that facilitate transparency.
Additionally, starting in 2008, Pima County will provide streaming
video, via the World Wide Web, of proceedings in the tabulation
center as ballots are being counted.

¢ Public/Political Party Observers

The ability for observation of the tabulation process is grounded in
State law. The responsibility for providing political party observers
is with the Chair of the county political parties. Any other observers
are public observers and are covered under a separate law. It is the
responsibility of the Pima County Elections Director to designate
where the observers are to be stationed and to approve the
assignment of the observers.

» Public disclosure of records
o Media access

* Video broadcast of ballot tabulation on the web



Physical and Personnel Security

The first line of defense against unauthorized access, tampering with election
results, or other illicit activity is physical and personnel security. If unauthorized
individuals cannot get to areas or systems where election activity takes place,
they are unable to tamper with or affect the process. Ensuring that Elections
personnel do not inappropriately influence or tamper results starts with selecting
highly trustworthy individuals and through additional layers of checks and
balances to ensure they do not have the opportunity or inclination to create harm
to the process.

Physical

Access Control: Access to the election office and work areas is limited. The

physical layout of the administrative office is such that people entering the office
pass through a motion detection device that sets off an audible alarm. Staff then
greets visitors to the office and escort authorized personnel into restricted areas.

At the Election Technical Center, located at the Mission Road complex, sixteen
(16) video surveillance cameras are set up at strategic locations to provide staff
with the ability to observe restricted areas inside and outside of the facility. Select
doors can only be opened with electronic key cards that provide a log of who
gained access to restricted areas and the date and time of the action. These
same doors are equipped with switches that sound an alarm if the door is held
open. All video is recorded 24/7 and archived for up to 24 months for post-event
review,

Because of its use in the tabulation of election results, GEMS at the Election
Technical Center receives extra security. GEMS tabulation servers are housed in
a secured, locked environment, which can only be accessed using electronic key
cards by an authorized entrant. This secured, locked room serves as the location
where the election database is prepared and where ballot layout and design
assurance is performed. Only authorized election personnel are permitted to
enter the secured server room unless escorted by an authorized entrant. GEMS
server room access is given only to qualified and authorized personnel. All
persons entering the secured room must sign a manual log stating time in and
our and the purpose of their visit.

Uniformed Security Presence: Commissioned law enforcement officers in uniform
are assigned to the Election Technical Center and stationed at key locations to
protect entry and exit points as well as acting as additional observers of the
processes, staff, observers and visitors on Election Day.

Accessible Voting Units and Optical Scan Voting Devices: Accessible voting units
and precinct county optical scan voting equipment are stored in a secured limited
access warehouse facility. Voter access, supervisor and administrator cards for




the accessible voting units in addition to memory cards for each unit are secured
in a locked room with limited access. The outer case of each of these units is
sealed with a minimum of two uniquely numbered, tamper-evident seals. Each of
the units, in addition to the associated components is tracked with an electronic
inventory system to maintain a documented chain of custody.

These measures enable it to be detected if a unit has been tampered with by
either a poll worker, voter or election staff member at anytime. By maintaining a
documented chain of custody, we can detect who may have tampered with a
device or when it would have likely occurred.

Servers and Electronic Media: All sensitive equipment and supplies are secured
in locked cabinets and/or fire proof safes contained in a controlled access room,
under 24/7 video surveillance.

L.ocking rack mount cabinets for all GEMS servers have been installed. When not
In use, the color coded network cables for the servers are disconnected and the
keyboard and mouse are locked and sealed within the cabinet. A log is
maintained to record seal numbers and access to the interior of the cabinet. USB
ports on the servers have been disabled. Security cameras continucusly monitor
the front and rear of the server cabinet to record any access, or attempted
access. On Election Day testing for the presence of wireless connectively is
performed at randomly selected precincts and at the Technical Center. These
security features deter any attempt to “plug” into the system, or to maliciously
shut the system down.

Personnel

Employee and observers who work during elections must practice a high level of
security. Only authorized personnel with a specific need for access are to be
allowed in sensitive areas. Others will be accompanied by an escort in sensitive
areas at all times.

Upon the implementation of this plan, criminal background checks will be
required for all employees and observers who work in areas of heightened
security. Heightened security areas will be designated by the Elections Director.

All personnel, observers and visitors are required to wear visible credentials at all
times.



Legal and Procedural Security

Ballot Programming and Election Administration

Members of Pima County Elections Staff are responsible for ballot layout and the
programming of all elections administered by Pima County (no vendors). The
process of ballot layout and programming takes place in county election offices
under camera surveillance with controlled and tracked access.

The “live election database” used for tabulating results and certifying the election
is created by and under the control of elections staff at all times. Contents of the
databases related to programming, ballot design and report formatting are
repeatedly subjected Hash Total comparison beginning with the Official Logic
and Accuracy Test through canvass of election in order to detect any alterations.

Logic and Accuracy Tests

Before every election, the entire vote tabulation system, including each voting
unit, undergoes rigorous logic and accuracy testing. The process checks that
each machine properly records, counts and tabulates results correctly. The
tabulation system and each voting machine must pass logic and accuracy testing
before it is “set” for the election. Then the memory card for each unit is sealed in
the unit to prevent tampering. An extensive audit trail is maintained of this
process, including detailed checklists.

In the past, Pima County has invited the political parties to actively participate in
the logic and accuracy test of the equipment prior to partisan elections. These
“party tests” have provided the ability for the parties to receive and mark test
ballots (from precincts of their choosing) and subsequently process the ballots
though Pima County’s tabulation equipment.

(Pima County is the only county in Arizona that provides this level of political
party involvement in the logic and accuracy test process).

Two Person Rule

To ensure against the possibility of the illegal manipulation of voted ballots, any
time voted ballots are not in a sealed container in a secured area during the
election process, they shall be in the presence of no fewer than two observers
who shall not be of the same political party. Ballot processing shall not be
curtailed if the requested observers have not been provided. The Pima County
Elections Director, or their designee, may assign pairs of observers at times
other than as prescribed above when in the Director’s opinion, it is warranted.



Security of Voting Equipment and Ballots to and from the Polls

Pima County utilizes numbered tamper-evident seals on all voting equipment and
ballot storage devices. Dual tamper-evident numbered seals are to be affixed
across the seam at which two halves of the exterior case of the voting unit joins.
The slots/doors for the flash memory cards are also sealed over each door/slot.
The sealed voting devices are then locked and sealed into individual steel cages
for transport to the polls. All seals shall be verified by at least two election
officials at the polls prior to the start of voting. Pima County shall maintain a
written log that records each seal number that is assigned to each voting unit.
Any breach of control over a sealed item shall require the immediate notification
of Pima County Elections.

After the polls close, the poll workers, one from each party, shall return all voting
equipment and voted ballots in sealed/numbered containers to a receiving
center. At each receiving center, the numbered seals shall once again be
checked and a receipt is issued to the poll workers.

From the receiving centers the equipment is returned to the Election Division
where the seals shall be checked again, under political party observation.

Early Ballot Tabulation

The tabulation of early ballots can begin no sooner than seven days prior to
Election Day. Early ballots are tabulated under public and/or political party
observation. During the administration of partisan elections, political party
representatives designate batches of early ballots subject to hand count audit
prior to official canvass of the election. Political parties will be notified as to the
date and time of early ballot processing. Political parties providing observers for
the early ballot process must provide the names of the observers in time for a
background check to be performed. Unless approved by the Elections Director or
their designee, only one observer from each political party is allowed in the
counting room at any time. By law, summary reports are generated for each
batch of ballots selected by the political parties. The generation of summary
reports, other than those prescribed by law, is prohibited.

Post Election Audits

Arizona State Law requires a hand count/audit of randomly selected precinct
ballots and randomly selected early ballots for the presidential preference
election, primary and general elections. Random audits are done to catch fraud
or mistakes in the vote totals. By law, the audited ballots and contests are
randomly selected by the political parties and the entire auditing process is open
to political party observation.
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Post Election Audits (continued)

State law does not provide for the hand count/audits for countywide nonpartisan
elections. Nor does State law provide for political party observation of countywide
nonpartisan elections. However, Pima County intends to perform hand
count/audits for countywide nonpartisan elections in the future. The political
parties and civic groups will be encouraged to participate in and observe the
process.
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Technical and System Security

The technical security features include the computer security components
necessary to ensure data integrity and security of technical systems, as well as
prevent unauthorized access into election systems through the use of best
practice tools, processes, procedures and policies. Proper management of the
technical security environment for the system is critical to prevent any
unauthorized assess to elections systems and data, even if an unauthorized
individual has circumvented other layers of security. Technical security is the last
barrier to someone intent on malicious action, though the other layers of security
would facilitate detection (e.g. armed Sheriff's deputy security, camera
surveillance, and key card access records.)

Split passwords

Pima County Election Staff members responsible for election programming
cannot access the tabulation program without a proper password. To better
ensure election integrity, no staff member has knowledge of the complete
password. A maximum of two staff members know the first part of the two part
password. A maximum of two staff members know the second part of the
password. The complete password shall be at least sixteen characters long and
comprised of a mix of case sensitive letters, numbers and symbols.

Once staff members gain access to the election program they must enter an
additional split password. A maximum of two staff members know the first part of
the two part password. A maximum of two staff members know the second part
of the password. The complete password shall be at least eight characters long
and comprised of a mix of case sensitive letters, numbers and symbols.

Passwords are changed at least once a year.

Hash Codes

Before installing or upgrading any software on any system involved with
collecting and tabulating votes, Pima County Elections will verify the software
received is the same as that certified at the Federal level through the use of hash
code testing. In addition to testing software on receipt, Pima County Elections will
work towards periodic hash code testing of a percentage of randomly selected
devices for each election to verify that software installed is the certified version
and has not been tampered with. Pima County Elections is instituting the practice
of hash code testing the GEMS application at the start of each day to prove that
the application software is the certified version and it has not been tampered
with. Additionally, the database will be hash code tested at the conclusion of
each day’s operations and again at the start of the following day’s aperations to
prove that the database has not been tampered with. The database will also be
hash code tested upon the official canvass of the election so that any future
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reporting from the database can be certified to have come from the final official
election database.

Hash code testing validates that the ballot tabulation software is exactly the same
as the software tested and analyzed in the federal and state certification process,
and provides election administrators and observers in Pima County with the
assurances needed to be certain that no changes to applications or other critical
files have occurred.

(A hash code is a large number computed using a standard algorithm from the
entire string of bits that form the file. The hash code is computed in such a way
that if one bit in the file is changed, a completely different hash code is
produced).

Restrictions

There are no wireless devices used within the tabulation system or with any
voting device. Pima County has, and will continue to employ, wireless sniffers to
detect signals at the Counting Center and at randomly selected polling places on
Election Day.

To further ensure security, the following devices are prohibited in the Counting
Room:

Any USB storage key - “jump drive”
Laptop or tablet computer

Laptop or tablet computer with a wireless transmission capability turned on in
adjacent rooms.

Specific GEMS restrictions:

GEMS is a comprehensive system used to design and build ballots,
tabulate central count ballots, accumulate results from the polls and early
voting and report election results.

GEMS is administered solely by Pima County Division of Elections
personnel.

GEMS is installed on two servers (one primary and one back up). Neither
of these servers is connected to an external network and is prohibited
from being so. Any sharing of data files (to the website or Secretary of
State) is done using portable media, such as a CD. A network internal to
the Counting Room exists to connect printers, AccuVote ballot scanners
and TSx touch screens as well as the two servers. The use of wireless
networking devices on any GEMS server is strictly prohibited.

To ensure the security and integrity of tabulated results, several additional
steps are taken when ceasing daily operations and when resuming
operations on a subsequent day or after a break in processing. A Cards
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Cast report will be produced when ceasing operations as well as resuming
operations. The two reports will be reviewed by Election Staff and political
observers to ensure the cards cast when resuming is the same as when
operations ceased. Party observers will date and sign this report attesting
to the fact that there was no change. This step will be taken any time there
is an interruption in operations such as for lunch, breaks, to back up /
restore the database, etc. At the cessation of daily activities, the GEMS
database will be backed up to at least two new shrink wrapped CDs — one
for on-site storage and one for off-site storage. The CDs will be sealed
and initialed by observers. Before resuming operations on a subsequent
day, the database residing on the server will be hashed once again. The
hash code from the previous CD and the hash from the live database will
be compared by Election Staff and party observers to ensure no change.
Matching hash codes indicates that there was no change to the database.

Audit Logs

Before the Logic and Accuracy Test, the Window’s audit log for the
tabulation server will be cleared. During the tabulation process, these logs
will not be cleared. After the election is officially canvassed, the logs will
be printed and kept with other election records for 6 to 24 months
depending on the type of election administered.

Power Supply

The GEMS server is served by an uninterruptible power supply (UPS) to
facilitate an orderly shutdown and securing of the GEMS database
including procedures for Cards Cast Reports, hash coding and backup to
CD. The UPS will be tested at least two times per year.

Time Synchronization

The clock(s) on the GEMS servers will be set and synchronized prior to
each election.

The GEMS tabulation system and tabulation database is the most secured
system in use by Pima County Elections because of its use in tabulating and
reporting election results. The hardened physical security measures significantly
restrict unauthorized access, and since the tabulation hardware is not networked
to any other system, physical access to the server would be required in order to
attempt any unauthorized access.
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RESPONSIBILITIES

Elections require participation and responsibility at all levels of government. A list
of responsibilities below is not intended to be exhaustive but does provide an
overview for various aspects of the election process.

US Government — Provides certification of voting tabulation systems

Arizona Office of Secretary of State — provides procedures and advisories;
provides state certification of voting tabulation systems

Pima County Government - Oversees federal, state and local elections for Pima
County.

Pima County Recorder

Maintains the Pima County List of Registered Voters and
administers Early Voting

Pima County Elections

On behalf of the Pima County Board of Supervisors, administers all
federal, state and local elections in Pima County.

Pima County Sheriffs Office

Provides security at Pima County Election Facilities and provides
deputies to act as couriers for election material(s) on Election Night.

Pima County Facilities Management

Provides security enhancements for Pima County facilities used for
election tabulation.

Pima County Information Technology
Assists with Hash Code Check(s), Assists with Video Surveillance,
provides Touch Screen Voting Equipment Troubleshooters on
Election Day and provides cyber security by operating wireless
sniffers on Election Day at the Counting Center and selected polling
places.

Pima County Attorney

Provides legal counsel
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SUMMARY

Effective security does not rely on a single process, feature or policy. Effective
security requires a number of interrelated processes, systems and policies to
compliment and build on each other. The systems, processes and policies that
comprise layers of security for Pima County Elections are represented in detail
throughout this plan, and illustrated graphically on page 5, Figure 1.

These multiple layers of security systems and processes and/or procedures
ensure that elections are not inappropriately influenced. External stakeholders
such as the media, candidates, political parties, the Arizona Secretary of State
and members of the public provide transparency and are integral to the detection
of problems with the election process. The physical and personnel security
measures which have been implemented ensure that only authorized individuals
are allowed access to the critical election spaces, materials technical systems
and ballots. Election staff members are trained in election processes and
procedures designed to ensure the security and integrity of the election process.
The elections processes are audited and reviewed throughout with many check
points for accuracy. The layered approach ensures that if one or two layers are
comprised, bypassed or proven ineffective, the security and integrity of the
election process is still preserved.

This Security Plan details many safeguards in place to protect elections in Pima
County. Many of the safeguards are not unique to Pima County Elections; they
are deployed throughout election agencies across the state and country.
Although many of the safeguards in place today were implemented before they
became recognized best practices or recommendations by outside stakeholders,
they are nonetheless based on lessons learned internally, through observation of
others, or were existing legal requirements.

The security of elections in Pima County is also the result of a genuine
commitment by election officials to cooperate with outside stakeholders. Local
stakeholder recommendations for improvement have proved beneficial and many
have been implemented. The Elections Division continues to be receptive to
recommendations made by all interested parties in so much as they positively
contribute to election security, election integrity, public trust, openness,
transparency and accountability.
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MEMORANDUM

Date: May 18, 2007

To: Brad Nelson From: C.H. Huckelberry
Elections Director County Adminis%,

Re: Allegations of Election Fraud

| was advised via e-mail {attached) last evening that the attorney representing the Democratic
Party, Mr. Bill Risner, has made very specific allegations of election fraud against the Division
of Elections as it relates to the Regional Transportation Half Cent Sales Tax Election. In
essence, Mr. Risner, in a conversation with Deputy County Attorney Karen Friar, indicated
that “Bryan Crane flipped the RTA election,” simply meaning that Mr. Crane electronically
manipulated the vote results of the election. This is a very serious allegation and requires
investigation. | have asked the County Attorney to request an outside and independent
investigation of this allegation.

In addition, we need to protect, secure and seal any information related to Division of
Elections actions regarding not only the November 2006 election, but also the May 2006 RTA
election. Even though the ballots/returns for the RTA election are eligible for destruction
pursuant to A.R.S. 16-624, please ensure that all ballot and election returns for this election
now stored at our contract records management facility are retained, with specific
instructions not to destroy these documents, Further, since the allegations are against an
official of the Division of Elections, it would be appropriate to ensure that there are very
specific instructions approved by the County Attorney to the contract records management
firm that Division of Elections personnel, including you as the Director, and myself as your
immediate supervisor, are not granted any independent access to said records without
independent oversight and supervision. This will ensure that County Administration and the
Division of Elections cannot be accused of having independent access to the ballots and
altering same.

In addition, there should be appropriate duplicate information obtained from the Elections
tabulation computers and other electronic records copied and again placed with an
independent third party. We need to take action to ensure that all documentation, ballots,
electronic files and other information sources are secured so they cannot be altered, tampered
with or destroyed as | am sure an accurate and independent review of this material will verify
that the allegations made by Mr. Risner are absolutely untrue.

CHH/jj
Attachment

Cc: Dr. John Moffatt, Office of Strategic Technology Planning
Christopher Straub, Chief Civil Deputy County Attorney
Karen Friar, Deputy County Attorney, Civil Division



Julie Johnson

From: John Moffatt

Sent: Thursday, May 17, 2007 9:23 PM
To: Chuck Huckelberry

Subject: Risner

| just spoke with Karen Friar. In her discussions with Bill Risner loday, he alleged that they have proof that the RTA
Election was “Flipped by a County staff member.” They will discuss this with yau at your normal meeting tomorrow. |
have to meet Gilbert Ramos at 8:00 but that should take only a few minuies, then | will be in to discuss this prior to 9:00
and/or will attend the 9:00 meeting if you wish,

I have repeatedly told Risner that if he had allegations of impropriety that | would gladly place him directly in touch with
you or that if there was illegal activity, that the investigation should immediately be turned over to Law Enforcement. |
offered to involve them as soon as the Democratic Party felt that there was such a problem. Until today, they have never
made this allegation to the best of my knowledge.

Karen and | discussed involving the Attorney General immediately. They will review this with you at the meeting.

We also discussed placing the information they are requesting in Escrow with the Court being the only one to order its
release to anyone. Given the allegation that has surfaced, it is appropriate to get a copy of the information off of the
Election Tabulation computers and placed in the hands of an independent agency. As | am also accused of covering this
up, we need to get someone like Bill Allaire, or even an independent third party like the Attorney General’s staff to oversee
the extraction of this informalion.

See you tomorrow!

Jobie Mafare

John H. Moffalt, Ph.D,

Office of Strategic Technical Planning
520-740-8463
jochn.moffatt@pima.gov

5/18/2007
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