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1. Purpose

a. The purpose of this policy is to define the policy for mitigating the risk associated with a
lost or compromised radio.

2. Background

a. Lost or potentially compromised subscriber units may be maliciously used to interfere
with public safety and service operations.

3. Policy Statement
a. Lost or potentially compromised subscriber units will be reported as soon as possible to:
i. Agency supervision
ii. PCWIN Network Managing Member (PCWIN Wireless Services)
iii. Agency’s Dispatch center (if applicable)
b. Once reported, steps must be quickly taken to prevent the radio from interfering with
PCWIN agency or radio network operations.
c. If applicable the subscriber unit will be “zeroized” (OWG recommended that this word
be clarified) as soon as possible by encryption staff.
4. Appliesto
a. All agencies operating radios on the PCWIN network
5. Supporting Rules
a. Lost/Compromised Radio Procedure
6. Conditions for Exemption or Waiver
a. None



